Principles of protection of personal data
1. General provisions
The company SLOV-MATIC, spol. s r.o., ID No.: 17 314 712, with registered office at Humenské
námestie 1, 851 07 Bratislava (the Operator) puts great emphasis on the protection of personal data.
These principles of protection of personal data provide information on how the Operator acquires,
stores and further processes personal data in regard to the provision Gambling games under Act No.
30/2019 Coll. on gambling games and on the amendment to certain Acts, as amended, as well as in
regard to the provision of other services in the individual Operations.
When providing Gambling games, we have legal obligations that result in a requirement, or
necessity, to process personal data.
Our main goal is to arrange and provide our players with the most enjoyable experience when using
our services, while protecting your privacy as much as possible.
In these principles of protection of personal data, we provide you with information about how we
collect, process, and protect your personal data, as well as about your rights and the options for
exercising them.
Personal data are any data relating to an identified natural person or an identifiable natural person,
who can be identified directly or indirectly, in particular on the basis of a generally usable identifier,
other identifier, who participates in the Gambling games described in our Game plans, including
former participants and applicants for registration.
The capitalized terms used in these principles of protection of personal data are explained in the
penultimate chapter. We strongly advise you to familiarize yourself with these principles of
protection of personal data before applying for registration to any Gambling game, service or other
use of our Gambling games or Services.

2. Controller of personal data
Controller of your personal data is the company SLOV-MATIC, spol. s r.o., ID No.: 17 314 712, with
registered office at Humenské námestie 1, 851 07 Bratislava, registered in the Business Register of
District Court Bratislava I, Section Sro, File No. č. 610/B.
Current contact details can be found at http://slov-matic.sk

3. Processor of personal data
The controller has authorized a processor to process the personal data. Contact details of the
processor are available at the e-mail: slovmatic@slovmatic.sk

4. Operation of gambling games
Participation in all Gambling games, your Identification and entry into the Gaming premises are
according to the Act on gambling games and the AML Act connected with statutory obligations on
part of the Operator, which require processing of your personal data. Within the frame of these
statutory obligations, the Operator shall be obliged to carry out Identification and verify the identity
of every person. The processing of your personal data is also carried out in connection with the
conclusion of a contract, the completion of Registration, and the subsequent use of Gambling games,
at least for the duration of the Player card.
4.1. Purpose and duration of processing

Processing of your personal data will soon be a prerequisite condition for your use of the Gambling
games. We process your personal data also to ensure compliance with the terms of the Gambling
games for all the participants and to prevent violation or avoidance of these terms or other abuse of
the provided features of the Gambling games, or fraudulent conduct. We also process your personal
data if it’s necessary to fulfil the statutory obligations that apply to us. Below we describe the
purposes of processing in more detail for each phase of the use of Gambling games.
4.2. Registration and Identification
Registration through a universal process to establish the Player card and the possibility to participate
in Gambling games. As part of the Registration process, a contract between you and the Operator
will be concluded and a Player card will be established for you. Through your Player card you can
participate in the Gambling games at any time for the term of its duration at any of our Operations.
As part of the process of Registration and Identification we verify your identification data (name,
surname, personal ID number - or date and place of birth, if a personal ID number was not assigned
to you, permanent or other residence, ID card number) under the provisions of the AML Act. We are
required to verify this data from your ID card, if stated there, and then to record them into our
database. We are also required to verify the conformity of your appearance with the picture in the ID
card. We are also required under the AML Act to find out and record whether you are a politically
exposed person or a person against whom the Slovak Republic applies international sanctions.
4.3. Provision of the Gambling games
After completing the Registration (therefore, on the basis of the concluded contract) each participant
has a Player card assigned that enables participation in our Gambling games.
Within the use of Gambling games, in addition to data we acquired from you in Registration and the
processing of which is required by the Act on gambling games and the AML Act, we also process the
data about your User account, Player card, data about the played Gambling games and your bets,
including all the associated data of these Gambling games and bets, within the administration and
management of your Player card (i.e. fulfilment of the Contract with you).
We keep the data for the term of duration of your Player card (for the reason of fulfilment of the
Contract and also fulfilment
of statutory obligations) and the mandatory data for the duration specified by legal regulations - in
particular the AML Act.
Record of received bets. Under the Act on gambling games and under the AML Act, we are required
to keep all the information about received bets and paid winnings (including your identification
data).
Protection against fraudulent conduct. Under the AML Act we are required to monitor the
behaviour of participants and identify suspicious transactions. We are therefore required to identify,
for example, whether the participant handles funds that obviously don’t correspond to his or her
financial means, or knowingly makes any loss-making transactions, or unexpectedly requests the
payment of so far unused funds. In order to comply with this statutory obligation, we therefore
monitor your individual games and the overall handling of funds in the use of Gambling games. We
also within the frame of the Registration and on the basis of your declaration of honour verify the
origin of the funds you use for participating in the Gambling games and whether these funds
originate from illegal activity.

The obligation to retain such data lasts for 5 years from the execution of each transaction. In the
event that we identify suspicious transactions or suspicious conduct that may interfere with the
integrity of our Gambling games or otherwise threaten our Gambling games or the information
systems on which they operate, we may suspend the use or reject the creation of your Player Card or
to prevent you from conducting transactions, playing Gambling games or depositing or withdrawing
funds. In the event that we suspect an abuse of your Player card, we may also temporarily restrict
the maximum amount of your deposits and withdrawals.
Such a procedure is necessary to provide and ensure the integrity and functionality of our Gambling
games and to ensure the equal conditions and equal opportunities for Winnings in accordance with
the Act on gambling games. The protection of participants and assurance of functionality of
Gambling games is a priority for the Operator. Because of the large number of participants, this
manner of protection is the only way to ensure sufficient and efficient protection of our Gambling
games and information systems, as well as other participants of the Gambling games.
Establishment, exercise and defence of legal claims. After the termination of a contractual
relationship with you, that is, after the termination of the Player Card, we may retain some of your
personal data for the duration of the limitation periods, the preservation of which is necessary for
the protection of our rights and the possible defence of legal claims.
In the event of suspicion of misuse of the Gambling games or other fraudulent conduct, we may also
use your personal data to report possible criminal offenses. The legal basis for such processing is our
legitimate interest in protecting our Gambling games, our resources, and our information systems.
4.4. Scope of processed data
For the above purposes, we process the personal data you provide to us at the Operation within the
Registration. In particular the following data:
• identification and contact details: name, surname, personal ID number (or date and place of
birth if a personal ID number was not assigned to you), address of permanent residence,
telephone number, email address
•
ID card data: card number, issuing authority, date of expiry of the ID card
• payment details: payment account number, IBAN, and similar related data needed to make noncash payments
Within the frame of your use of Gambling games, we will collect additional data relating to your use
of Gambling games, including your gambling activity data and your betting data, your winnings, and
other data related to your use of Gambling games within your Player Card.

5. Additional services and other operations
We also provide you with the following services, which also include processing personal data, for the
duration specified below, for the purposes specified below, and based on the legal reasons specified
below:
5.1. Loyalty program
Within the Registration process and at any time for the term of duration of your Player Card, you
have the option to sign up for the “SLOV-MATIC” loyalty program. If you sign up for participation in
our loyalty program, we will process your personal data within the program, including the data
related to your bets and other Gambling games data, and we will keep records of the points and

other bonuses earned based on the bets made or the participation in Gambling games. As part of
your loyalty program membership, we will send you the latest information on organized events,
bonuses and other news within the loyalty program, our services, and the Gambling games. We can
send you the news via e-mail, SMS or other electronic means.
Revocation of consent. You may revoke your consent to your participation in the loyalty program at
any time, and we will stop processing your data. In accordance with legal regulations, you can decline
the provision of news information at any time, within every sent message; this will not affect your
participation in the loyalty program. Revocation of consent only affects the future and does not
affect the legality of prior processing based on this consent (prior to its revocation). By revoking this
consent, we will lose the right to continue processing your personal data within the loyalty program.
Scope of processed data. In order to enable you to participate in the loyalty program, we need to
process the following personal data:
• contact and identification data, your Player card data,
• data on the use of Gambling games, including your deposits, bets, winnings and other manners
of use of Gambling games
Purpose and duration of processing. The purpose of processing your personal data is to enable you
to take advantage of all the benefits of the loyalty program of the Operator, which also includes the
sending of selected marketing announcements. We process data for this purpose for the duration of
your participation in the loyalty program or until the revocation of your consent, but no later than for
the duration of your Player Card.
5.2. Contests
If you sign up for participation in our contests, we will process your data to enable you to participate
in these contests and for the purpose of their evaluation, including the individual data on which the
particular competition is based (e.g. your bets, winnings or other data processed within the use of
Gambling games or other services of the Operator, on which the relevant contest may be based). The
contests you can participate in are interconnected and are provided as one comprehensive service
based on your explicit consent. Therefore, if you sign up in to participate in our contests, we will
automatically enter you in all the contests organized by us until you opt out or revoke your consent
and/or until the expiry of your Player Card.
The results and rankings of some of the contests may be made available at the http://slovmatic.sk
website or in official profiles of the Operator on Facebook, Instagram, YouTube, LinkedIn and/or
Twitter social networks. For the purpose of publishing the results of the contests, your personal data
is anonymized so that your identity is not apparent from the published information.
Revocation of consent. You may revoke your consent to your participation in the contests organized
by the Operator at any time, and we will stop processing your data. Revocation of consent only
affects the future and does not affect the legality of prior processing based on this consent (prior to
its revocation).
Scope of processed data. In order to participate in the competition, we need to process the following
personal data, in the scope that is specified in the sign-in form when signing into the contest and the
personal data the processing of which necessary for a particular contest, in particular:
• contact and identification data, data from your Player card

•

data on the use of Gambling games related to the given contest, including your bets, prizes and
other uses of Gambling games

Purpose and duration of processing. The purpose of processing of your personal data is to enable
you to participate in user contests organized by us in accordance with the terms of these contests,
including the possible contacting of the winner and delivery of the prize. We process the data for this
purpose until the end of the contest in question and then for a reasonable period, which usually
doesn’t exceed 1 year from the end of the contest, in order to deliver any winnings or resolving the
complaints or submissions of the contestants or other persons. The specific purpose of the
processing, the scope of the data, and the duration of the processing will always depend on the
particular contest you are participating in and may be further described in the rules of that contest.
In the event of conflict between the rules of a particulate contest and this paragraph, the rules of a
particular contests shall take precedence.
5.3. Marketing communication
In the event that you will grant us consent to sending you news and promotional offers, we may,
through your contact details, send you promotional offers, news and information, including business
announcements that we consider relevant to you (based on the information provided). Such
information and news may include marketing or advertising announcements regarding our goods and
services or the goods and services of third parties, with whom we cooperate. Marketing
announcements can be sent by mail or electronically via your e-mail, Facebook account, by SMS or
MMS messages, or via application notifications.
Commercial announcements and other news will be also sent to you if you subscribe to our
newsletter. We will only use your e-mail address for these purposes.
Revocation of consent. You can revoke your consent at any time. In that case we will stop the
processing of your data for the purposes of marketing announcements and or newsletter messages
and we will no longer send you these announcements. Revocation of consent only affects the future
and does not affect the legality of prior processing based on this consent (prior to its revocation) or
the existence of your Player card.
Scope of processed data. In order to be able to send you a relevant marketing announcement, we
primarily use your following personal data:
•
name and surname
• e-mail address or postal correspondence address
• phone number
• your social network contact details Facebook/Messenger (www.facebook.com), Twitter
(www.twitter.com), Instagram (www.instagram.com), LinkedIn (www.linkedin.com) or YouTube
(www.youtube.com), if you will provide them
• data about your games and the overall use of the Gambling games
Purpose and duration of processing. The purpose of processing your personal data is to send news,
promotional offers and marketing or other business announcements, including the newsletter of the
Operator and/or its business partners. We process data for this purpose for the duration of your
Player card or until the revocation of your consent.
5.4. Photographs from the organized events

We regularly organize various events for the Participants of our Gambling games, with possible
participation of publicly known celebrities (e.g. poker tournaments or social, corporate, or charity
parties, etc.). With the aim to inform about these events and further promote the services provided
by the Operator, these events can include, with your consent,
taking of photographs and recording of marketing promo videos depicting participants of these
events. These photographs can be published on our website or on our official social network profiles.
5.5. Cookies
When using our website, we may process your personal data through cookies, which we use in
particular for statistics and the analysis of traffic and utilization of our website. For this purpose, we
use Google Analytics, Google AdWords, or Facebook Ads. Your personal data is kept only for the time
necessary for the assessment of the traffic, but not longer than for 1 month.
Camera system
Certain Operations have a camera system installed, which is designed to continuously monitor the
premises, protect property and individuals from theft and vandalism, prevent crime, ensure security
and crime detection.
Personal data from this recording will be provided to law enforcement agencies in the event of a
crime. The personal data won’t be provided or disclosed to other recipients. There is no cross-border
transmission of personal data carried out.

6. Sharing and transmission of personal data
There is no cross-border transmission of personal data carried out. However, personal data
processed by the above described methods may be shared with third parties that provide certain
services related to the provision of Gambling games, administrative support, software use, and so on.
These persons are in the position of processors of personal data. We can share your personal data
particularly in the following manner:
ICT companies. Suppliers of our IT systems and related services may have access to some of your
personal data in exceptional cases.
Auditors, tax advisers and attorneys. External auditors, tax advisors, or attorneys may have access to
some of your personal data in exceptional cases, if this is necessary for the recovery or settlement of
claims or for the protection of our legitimate interests.
The Ministry of Finance of the Slovak Republic and the public authorities. If, in the exercise of their
authority, the public authorities contact us with a request for provision of personal data, we will
make your personal data available to the competent authority in the necessity extent, resulting from
the obligations under the law or another legal act.

7. Data security
We have introduced and maintain appropriate technical and organizational measures, internal
control and information security processes in line with the best business practices corresponding to
the potential threat to you as a data subject. We also take into account the state of technological
development with the aim to protect your personal data from accidental loss, destruction, alteration,
unauthorized disclosure or access. These measures may include, but are not limited to, physical

security measures, adopting the appropriate steps to ensure the accountability of employees who
have access to your data, employee training, regular backups, data recovery and incident
management procedures, software protection of the devices that store personal data, and other
measures.
The servers and the manner of handling the game and financial data contained therein meet the
technical requirements of the information security management system as set out in the technical
norm STN ISO/IEC 27001: 2014 Information technology - Security techniques - Information security
management systems
- Requirements. The server is located in a data centre that is designed for the placement of
information and communication technology in a continuous operation and provides the server with
stable operation without environmental influences. Physical security of the server is ensured by
security protection at the level of the building in which the data centre is located. Unauthorized
access to the data centre is forbidden and the server is secured against damage, theft or misuse of
the server or interruption of its operation.
To ensure physical security, we use mechanical barriers, electrical security signalling devices, means
of limiting the causes of fires, means of limiting the effects of natural hazards, access control
systems, camera systems, power supply failure protection equipment, and devices ensuring optimal
operating conditions.
Our servers are located in two server rooms that are powered by two independent power circuits
and both are equipped with a power generation unit in the event of a power outage. In the event of
a complete downtime of one server room, the second server room will fully replace its function.
Communication with the server from client PCs and in-machine units works through an encrypted
VPN tunnel. We use 2048 bit RSA keys. We also compress our own communication. Data transfer
from the administration interface is done through the https protocol. The data itself is encrypted on
the server using the AES 256b CBC HMAC SHA1 cipher.

8. Your rights as a data subject
In accordance with applicable legal regulations, you have the right to request information about
methods of processing of
Your personal data and the right to rectification of the data we process about you. In some cases,
you have the right to request the deletion of your personal data, you also have the right to access or
transfer your personal data (for example, transfer to another service provider). In some cases, you
have the right to object and also the right to request a restriction on the processing of your personal
data. If you have previously given us permission to process your personal data, you may revoke it at
any time. Individual rights and the method for exercising them are described in more detail below.
8.1. Method for exercising the rights
If you exercise any of your rights under this section or under the applicable legal regulations, we will
inform you of the action taken or the deletion of your personal data or the restriction of processing
in accordance with your request to any recipient to whom they were provided under these Rules for
processing of personal data if such notice will be possible and/or will not require undue efforts.
If you wish to exercise your rights and/or obtain relevant information, you can do so at any of our
Operations, or through the e-mail address: slovmatic@slovmatic.sk

In the process of exercising your rights, we verify your identity to ensure that the integrity of your
personal data and your Player card is not compromised. With the aim to ensure the best possible
protection of your personal data, we may require you to come to one of our Operations in order to
exercise your rights and to identify yourself (in particular with respect to personal data from
Gambling games).
We may ask you to provide us with some of the identification information you have previously told
us in order to process your request. We always ask for this information only to the extent necessary
to verify that the request in question has actually been sent by you. We will process your request
within one month of receipt, but we reserve the right to extend this period by two months in more
complex cases.
8.2. Rectification of your personal data
Under the currently valid legislation, you have the right to rectify your personal data that you share
with us. To apply for a rectification request, please contact us through our Operations, or via the
above mentioned contact address.
We adopt appropriate measures to ensure that you are able to keep your personal data accurate and
up-to-date. You can always contact us with an inquiry whether we are still processing your personal
data.
8.3. Deletion of your personal data
You can ask us to delete your personal data at any time through our
Operations, or alternatively through the provided contact details. If you contact us with such a
request, we will delete all your personal data we have without delay if we no longer need your
personal data to fulfil contractual and statutory obligations (in particular obligations under the AML
Act as described above) or to protect our legitimate interests, as described above. We will also delete
all of your personal data if you revoke your consent to data processing, if you had previously given us
the consent or if the law requires it.
8.4. Revocation of consent
You may revoke the data processing consent you have previously provided to us at any time without
giving any reason. Please contact us through our Operations, or alternatively through the provided
contact details. In this case, your personal data will be deleted by the procedure under paragraph
8.3.
Please note that the revocation of your consent does not affect the legality of any processing
performed on the basis of the previously granted consent prior to its revocation by you.
8.5. Access to and portability of your personal data
You have the right to request information about whether we process personal data about you and to
what extent. You also have the right to request that we make accessible to you the personal data you
have provided us and other personally identifiable information about you. If you want access to the
data we process about you, please contact us through our Operations, or through the above
provided contact details.
If you request a transfer of your personal data to another controller, we may send some of your
personal data (in particular, data processed on the basis of fulfilment of the contract and/or your

consent) directly to a third party (another controller) indicated in your request, if this request won’t
have a negative impact on the rights and legitimate interests of others, and if it’s technically feasible.
8.6. Right to object
If your personal data are processed on the basis of our legitimate interest (e.g. for the protection of
our systems and Gambling games), you may, at any time, object to such processing for a reason
related to your particular situation. In such a case, if we fail to demonstrate our serious legitimate
reasons for processing that would outweigh your interests or rights, or if we fail to demonstrate that
such data are necessary for the determining, exercising and
defending our legal claims, we will not process these data and delete them without undue delay.
8.7. Restriction of processing
If you ask us to restrict the processing of your personal data, for example if you question the
accuracy, legality, or our need to process your personal data, we will restrict
the processing of your personal data to the necessary minimum (storage), and we will potentially
process them only for determining, exercising, or defending our legal claims, or for reason of
protection of rights of another natural person or legal entity, or other restricted reasons laid down by
applicable legal regulations. If the restrictions will be lifted and we will continue to process your
personal data, we will inform you of this without undue delay.
8.8. Complaint with the Office for Personal Data Protection
You have the right to file a complaint regarding our processing of personal data with the Office of
Personal Data Protection of the Slovak Republic, Hraničná 12, 820 07 Bratislava 27, Slovak Republic.

9. Explanation of terms
The capitalized terms used in these Principles of protection of personal data shall have the following
meaning (unless expressly stated otherwise) and/or the meaning used in other documents, which
these Principles of protection of personal data are referencing:
AML Act - is Act No. 297/2008 Coll. on the Prevention of legalization of proceeds of criminal activity
and prevention of terrorist financing and on amendments and supplementation to certain Acts, as
amended.
Gambling games - means the gambling games operated by the Operator according to the Act on
gambling games.
Game plan - means the game plan of the Operator for operating a Gambling game. Game plans
regulate the rules of Gambling games, the current version can be found in every Operation.
Gaming premises - means the gaming premises, where the Gambling games are carried out i.e. a
gambling room - a room or a set of rooms connected and linked together, specially equipped and set
up for operation of gambling games operated through gambling machines, technical devices
controlled directly by the players, and video games.
Identification - means the process of verifying the identity of a participant of a Gambling game
required by the Act on
gambling games and the AML Act.
Player card - certification of the participant, who has successfully completed the process of
Registration and concluded a contract, to participate in Gambling games.

Operation – operating premises of the Operator, where Gambling games are carried out. Updated
list of individual Operations is available at the address http://slov-matic.sk
Operator – the company SLOV-MATIC, spol. s r.o., ID No.: 17 314 712, with registered office at
Humenské námestie 1, 851 07 Bratislava, registered in the Business Register of District Court
Bratislava I, Section Sro, File No. č. 610/B.
Proof of identity - a document issued by a public authority which must be valid, must show the
appearance of the holder of the document, and which contains at least (i) the name and surname of
the holder, (ii) the date of birth, (iii) the personal identification number, if assigned, (iv) the place of
birth or any other personal data of the holder required for Identification of the participant under the
AML Act; a citizen of the Slovak Republic shall present a valid ID card as a valid proof of identity, if it
can not be presented, then a passport or a driving license; A foreign national shall present only a
personal identification card (equivalent to a Slovak ID card) or a passport or a Slovak Republic
residence permit as the proof of identity.
Registration – is the process of acquiring a Player card.
General terms and conditions – means the general terms and conditions of the Operator available at
the address http://slov-matic.sk or in every Operation.
Act on gambling games – is the Act No. 30/2019 Coll. on gambling games and on change and
amendment to certain Acts, as amended by later regulations.

10. Updating the principles of protection of personal data
We may change or update these principles of protection of personal data on an ongoing basis. Any
changes to these principles of protection of personal data shall become effective upon their
publication at the address: http://slov-matic.sk/ochrana
We will notify you of material changes through our Operations and potentially through your email,
before their effective date.

